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Government security audit confirms the scale of
Spyware threat

Finjan has revealed that a security audit on an un-named government body
over the period of one week clearly shows the scale of the Spyware threat
to organisations of all kinds.

Live Internet access information was gathered from the surfing activities of
25,000 users as part of the audit. Finjan’s Vital Security web security
solution was installed and scanned all content downloaded over a one-week
period. The Vital Security log files were then analysed by Finjan’s Malicious
Code Research Centre (MCRC). Its findings were based on counting each
content type that violated the government body’s security policy. A total of
171,000 instances where this security policy was breached were logged.

The breakdown of these malicious content types revealed:

- 37,323 instances of access to Spyware sites

- 9,670 behavior based violations using scripts

- 7,660 attempts to exploit Operating System/browser vulnerabilities

- 5,626 behavior-based violations using active binary code

- 4,844 high risk site categories (URL Filtering: adults, hacking, remote
proxies, violence, etc.)

- 284 instances of Spyware

- 83 instances of known viruses

Yuval Ben-ltzhak, CTO at Finjan, said: “This audit clearly shows that the
nature of security threats has evolved. Today the writers and purveyors of
malicious code are finding ways of bypassing widely-deployed anti-virus
and firewall solutions in order to infiltrate internal systems and machines.
These methods exploit users’ familiarity with active content, as well as our
conditioned response to click “OK” on pop-up windows in web based
content.”

Ben-ltzhak concluded: “Given the results of a recent survey by the UK’s
Department of Trade and Industry for PricewaterhouseCoopers, which
suggest that close to 25% of respondents have no defence against Spyware
— by far the most common threat given this latest audit — organisations
need to sit up and take action.”

Finjan’s Vital Security Web Appliances utilise patented behaviour-based
technology to proactively repel all types of web-borne threats. The Finjan
appliances protect against new and unknown attacks long before traditional
anti-virus companies can release a signature update or software vendors
can patch their solutions.
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