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1. Finjan Commitment to Support

Finjan offers secure web gateway solutions for the enterprise market.
Finjan Secure Web Gateway provides organizations with a unified web
security solution combining multi-layered security with productivity, liability
and bandwidth control via URL categorization, content caching and
applications control technologies. Crimeware, malware and data leakage
are proactively prevented via patented active real-time content inspection
technologies and optional Anti-Virus modules.

We at Finjan realize that efficient and responsive support for our security
systems is critical to our customers’ ongoing business operations. Our
support commitment is based on sharing information, responding quickly to
changing needs and working through problems and solutions together with
our customers. Our support commitment is based on sharing information,
responding quickly to changing needs and working through problems and
solutions together with our customers. Finjan’s comprehensive support
programs are aimed at preventing problems from occurring, and helping
you to recover swiftly if they do.

This document has been divided into two parts.

e Part One details the specific details of the Finjan Technical Support
offering.

e Part Two outlines Finjan’s policy regarding Software and Hardware
Releases lifecycles.
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Part One: Finjan Technical Support

2. Introduction

2.1 Definitions

The following definitions are applicable throughout Part One of this document:

Term Explanation

Finjan Refers to Finjan Software Ltd. and Finjan Inc.

Partners Includes Finjan’s authorized Distributors and
Resellers

Customer Refers to the company, organization,

government department or other group entity
that is the end user of the product - and is
under a paid Support Plan.

Appliance Refers to the hardware device and installed
software provided to the Customer. This
document applies to all appliances presently
marketed and supported by Finjan including
the Vital Security™ Appliance Series NG-
1000, NG-5000, NG-6000 and NG-8000.

Product Refers to the Appliance bundled together with
the software and the product documentation

Third party Refers to software or hardware suppliers with
which Finjan has a contractual relationship and
whose technology is integrated with a Finjan
product or as a hardware supplier (OEM
relationship)

Silver Support Plan Refers to the basic support offering

Gold Support Plan Refers to the comprehensive support package
which includes enhanced services in addition
to those outlined in the Silver Plan

Platinum Support Plan Refers to the premier support package which
includes extended services in addition to those
outlined in the Gold Plan. Availability is based
on deployment size.
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Target Audience

Finjan Technical Support Policy is a form of Service Level Agreement. Finjan
assumes that the normal business model for the Customer is to receive support
from and maintain contact with one of our Partners. In applicable cases, it is
exclusively the Partner who contacts Finjan.

However, Finjan is aware that for some customers, support contact will be
performed directly.

Technical Support

Finjan’s technical support is defined to provide the Partner and Customer with the
solutions and knowledge to ensure that the Customer derives maximum satisfaction
and benefits from Finjan’'s Web security products. This section explains the
communications and problem solving methods that need to be employed to achieve
this goal.

Finjan agrees to provide its partners with the technical knowledge and analysis to
assist them in solving current Customer problems, proactively anticipating and
preventing technical problems.

The Customer is entitled to technical support during the license subscription period.
Finjan’s approach to is not a “one size fits all” one. Instead, Finjan has developed a
variety of services that respond to the diverse requirements of Partners and
Customers. Finjan’s technical support is a 3-tier based system which starts with the
Call Center team (Tier 1), includes a Tier 2 technical support team, as well as R&D
specialists (Tier 3). Finjan’s tiered support plans provide maximum flexibility based
on Partners’ and Customers’ specific business needs.

Finjan combines state-of-the-art technology with a highly skilled team to deliver
world-class support via an international infrastructure. Support Centers are
strategically located in North America, Europe, and Israel. Support services are
delivered using a variety of media, including the web, email, onsite visits and
telephone. The Finjan Call Center provides services using trained engineers that
enable Partners to find the information they need to resolve problems immediately —
including 24x7x365 options. The Support Engineers have access to our global
Customer Relationship Management system (“CRM”), which allows them to share
the latest up-to-date technical information. It assists them to provide fast, consistent
responses to Partner and Customer concerns worldwide.

In addition, a centralized one-stop knowledge portal of technical support solutions is
available for Partner use. Finjan Vital Knowledge includes detailed descriptions of
known and proven solutions to technical, installation and configuration issues, along
with “how to” solutions.

Page 6 Finjan proprietary and confidential



finjan

L Vitah Security) Finjan Product Support Policy

3.1 Partner Responsibilities and Support Limitations

3.1.1 Partner Obligations

Finjan Partners provide Tier 1 customer support. This obligation means that
Partners are the primary customer interface and are obligated to do the following:

¢ Open a support case with Finjan and maintain internal call handling processes
with regards to the Customer. This is done as follows:

Go to http://www.finjan.com
Select Support
Log in to the Finjan Support Center

Submit a Support Case form

¢ Collect all relevant case information:

Up-to-date problem description/status
Check what has been done by the Partner/Customer until this point.
Provide a detailed topology.

Support logs (if possible, during the problem occurrence and with verbose
debug mode, including other troubleshooting outputs - such as tcpdump).

Complete and accurate support web form (such as logs, network topology,
customer contact information).

¢ Determine the initial problem.

¢ Serve as Customer conduit.

¢ Provide the Customer with a solution to the problem.
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3.1.2 Support Exclusions

3.2

321

Finjan has no obligation to support any of the following:

¢ Appliances (hardware and software) modified or altered without Finjan’s prior

written approval.

Products that are not on a currently supported release (after EOL).

Appliances or software not purchased through Finjan accepted channels.

Support cases for which no support contract is in effect, including expired
Support contracts and/or subscriptions.

Replacement of Hardware if the Customer is not under an ARS (Advanced
Replacement Service) plan and the appliance is out of warranty.

Replacement of Hardware for normal wear and tear.

Damage caused to the Product(s) -or any part thereof- by accident, the elements,
failure in electrical power, computer viruses, acts of God, the use of unauthorized
parts (or software) or negligence of Customer or any of its employees or
representatives. Work performed by Finjan on the Product(s) for any such cause
shall be billed to the Customer separately from this policy at Finjan’s prevailing
rate for parts, labor and travel expenses.

Service for Product(s) that has (have) been moved to a location other than the
original site of installation by anyone other than a Customer authorized
representative.

Service Hours and Service Levels

Availability

Technical Support availability for opening new Cases (as defined below) is based on
the three types of Support plans (Platinum, Gold or Silver) which the Customer may
have:

¢ For Gold and Platinum Support Plan Customers, support is provided: 24
hours a day, 7 days a week, and 365 days a year.

¢ For Silver Support Plan Customers, support is provided from 9am — 6pm local
time, during locally defined work days (i.e. this does not include weekends and
holidays).

¢ If customers want to upgrade their Support plans from Silver Support to Gold/
Platinum, they should contact Finjan’s Sales with the new requirement.
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3.2.2 Response Method

Finjan provides service response by telephone or email according to the severity
levels outlined in the section 3.6 - Escalation and Severity Parameters and
Guidelines.

3.3 Methods of Reporting Problems

Finjan provides Technical Support using the following customer support methods:

¢ On-line: The preferred method for reporting problems is online by completing a
Case Report Form available on Finjan’s website (www.finjan.com/support). The
Partner will receive confirmation by email.

¢ Telephone: Problems may be reported and a Case opened via telephone using
the following phone numbers for Partners reporting problems of Customers
covered by a Gold or Platinum Support Plan:

Country Phone Number

us 1 866 677 6661
UK 0800 917 9068
Netherlands 0800 022 6983
France 0800 905 570
German

y 0800 183 3510
All other locations +972 9 8648 222

For Customers with a Silver Support Plan, please use the following number:

+972 9 8648 222

3.4 Call Handling Procedures

When a Web submission of a Case Report Form is received from a Partner, a
Support Case (“Case”) is automatically opened in Finjan’s CRM.

\/ NOTE: |If thecaseissubmittedby phone thisisamanual process.
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After a Partner submits a Case either via the Web or by phone, the Finjan technical
support personnel notifies the Partner of the applicable Case number. This Case
number is used to track the Case until it has been closed. This notification is
provided within 2 hours for Gold and Platinum contracts and within 4 hours for Silver
contracts.

In order to maintain accurate tracking, the Partner should open a separate Case for
each technical problem.

Finjan designates one of its Call Center representatives as the Problem Owner.
This provides the Partner with a primary point of contact, who will manage and
coordinate the efforts to resolve the Case as long as it is open. This includes, if
necessary, escalation to a R&D specialist as described below and/or handoff to a
third party.

Finjan is still responsible for the Support case even if Finjan is required to make
contact with a third party vendor. All interfaces with the third party vendor are
handled by Finjan. The exception is IBM hardware cases, which can require direct
coordination between IBM and the Customer.

When a decision has been made regarding the Case, it is communicated to the
Partner and the Case is then closed. On closing a Case, a notification is sent to the
Partner and a detailed description of the resolution is documented in CRM.

Problem Closure

The initial status for a Case is open. The case remains open until resolved or closed
according to the following guidelines:

1. Reinstalling the software corrected the reported problem.

2. Finjan generated a solution based upon either a Maintenance Update (as
specified in part two of this policy) or a new image that has been tested to
confirm that it solves the problem and does not introduce any additional
problems.

3. The problem and its cause have been identified. However, Finjan and Partner
have agreed based upon a preliminary examination that a Maintenance Update
may cause other serious problems or regressions due to known software
constraints.

4.  Finjan and Partner agree that device is performing according to design and
therefore doesn’t need to be changed.

5. Finjan and Partner agree that device is performing according to design and
agree that the problem will be treated as an enhancement request to be
handled according to design changes and new feature normal processes.
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6. Finjan and Partner agree that the device is performing according to design but
that there is an error in the documentation which will be modified accordingly.

7. The error occurred only once and Finjan and Partner agree after adequate
time spent that it cannot be reproduced.

8.  The Case turned out to be a product bug with a confirmed release plan for a
fix.

9. A workaround is proposed by Finjan and accepted by Partner as a permanent
solution.

10. Finjan and Partner agree that the error cannot be fixed in an efficient or
feasible manner and requires a design change or rewrite of the relevant
segment in a future release.

11. Finjan and Partner jointly agree that further effort is not warranted.
12. Finjan and Partner agree that the software is not responsible for the error.

13. Partner has confirmed that they have received the necessary information from
Finjan (example - configuration questions).

14. Partner has confirmed that they have received functional replacement
hardware (for hardware fault cases under the ARS plan).

15. Finjan Support has the right to close a Case if the Partner is not responsive.

Finjan will notify the Partner upon the closure of a Case and promptly prepare a
detailed description of the closure and resolution (if applicable) in the CRM
application. The Partner will be requested to respond to a Customer satisfaction
survey to enable Finjan to improve its support service on an ongoing basis.
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3.4.2 Case Handling Process Flowchart

The following flow chart displays the Case handling process.

Partner opens
Support Case

Support Queue

v

T1 handles the case

¢

i Issue
Notitypartner resolved ?
Write/Link A Escalation to T2
KB solution

v

Close Case Yes
+ Automatic Survey

Issue
resolved ?

No ¢

Escalation to
T3/R&D/ 3" party

v

Open Bug with R&D
Or Case with 3" party

v

T3/R&D/3"
party provide solution

T1/T2 Verify solution 4J

Figure 1: Case handling process flowchart
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Remote and On-Site Support and Technical Resources

Remote Access

In cases where accessing the Customer’s configuration is required for problem
analysis, Finjan’s support personnel prefer to access the Customer’s site using
remote access. This is done according to the Customer’s agreed procedures.

On-Site Support

Finjan provides on-site support at the Customer’s location in the event that during
the escalation procedure a situation arises whereby both Finjan and the Partner or
Customer believe the only method of progressing a Case is to visit on-site. In this
case, onsite support is billed to the Partner or Customer based upon Finjan’s
standard daily rate for onsite technical support, including reasonable travel and
lodging expenses, billed at actual cost.

Gold and Platinum support plans include scheduled onsite visits. Customers with
Gold Support are entitled to 1 day of onsite technical support services (depending
on deployment size), excluding travel and expenses, which will be billed to the
Partner or Customer. Platinum Support customers are entitled to 5 days of onsite
technical support, including travel and expenses, divided over a maximum of two
visits. Restrictions in travel and expenses might apply depending on deployment
size. Unpaid Customer Support visits by Finjan technical support will count toward
any unused days.

For the Vital Security™ Appliances based on IBM hardware, except for special
cases, Finjan is backed up with IBM warranty to provide next business day response
according to the Finjan ARS Process. The problem reporting and support
procedures for IBM hardware can be found on the www.finjan.com/support website.

In addition, IBM offers various extended support packages for up to 4 hours of
response time. These packages are provided by IBM authorized support
representatives per country. Please contact your sales representative to check the
availability of this service in your location.
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3.5.3 Online Technical Resources

Partners and direct Customers have access to Finjan’s online technical resources
and information at http://www.finjan.com/support. These technical resources
include: installation information, Finjan Vital Knowledge and support requests, as
well as downloadable links for new Finjan products and documentation releases.

Finjan Vital Knowledge is a centralized, one-stop knowledge base of technical
support solutions. You can access Finjan Vital Knowledge via the Finjan website
under “Support” or directly at http://kb.finjan.com

This knowledge base includes detailed descriptions of known and proven solutions
to technical, installation and configuration issues, along with “how to” solutions. For
your convenience, it is also equipped with an efficient and user-friendly search
mechanism. Finjan will continue to enhance, update and expand Finjan Vital
Knowledge with new solutions as part of our ongoing support efforts.

By using this tool, Partners and Customers will be able to quickly and easily find the
answers to technical issues without even needing to open a Case, saving them time
and effort as well as enabling them to increase their technical knowledge.
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3.6 Escalation and Severity Parameters and Guidelines

3.6.1 Levels of Severity

The Partner with Finjan support will determine the level of severity as follows:

Severity Description Finjan Work Effort

Mission Critical Production appliance is Finjan will assign all necessary

Showstopper inoperative, severely resources to identify and
impacting business resolve the problem to obtain a
processes, and problem is workaround or to reduce the
not readily circumvented. severity level of the problem.

Finjan will work on the
problem 24 hours per day, 7
days per week, every day of
the year, including holidays
(24x7x365).

High Production appliance is | Finjan will identify, find a
severely impacted in a way | workaround and/or correct the
that substantially degrades | problem using all available
the product performance or | resources during normal
materially restricts business | business hours.
processes. For example,
moderate system impact or
system hanging.

Medium Appliance has limited Finjan will commit full time
functionality or a workaround | resources to identify and
is available to bypass the correct the problem or find a
problem. workaround  during  normal

business hours.

Low Anomalies in the appliance Finjan will work to identify and
processing that do not resolve the problem according
impact ongoing usage. to available resources during
This category includes normal business hours.
documentation corrections,
nuisance issues and
messages.
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3.6.2 Escalation Process

3.7

Some Cases may heed to be escalated depending on specific Customer
requirements. This is a normal business process. Finjan has defined the escalation
process in such a way, that management is involved at all necessary levels. This
occurs when a Partner notifies Finjan that there is a critical Customer situation that
requires escalation.

Cases are escalated to higher levels of technical support and ultimately to
management as described below. All open Cases are monitored on a routine basis
to assure that the required escalation occurs in a timely manner.

Finjan’s internal escalation path for any case or issue that requires management
attention is from tier support staff to the management chain.

Finjan employs standard business practices to handle all escalation requests,
providing an action plan to the Partner requesting the escalation.

Action plans include problem description, status information, required actions,
participating analysts and schedule.

Within Finjan, the escalated problem will remain with the initially assigned
management level. Only when the Partner explicitly requests that the problem be
escalated in the management chain will that type of escalation occur. The formal
management chain within Finjan is as follows:

1. Team Leader / Manager
2. Director
3. Vice President

The Case will remain open until the resolution of the issue. Refer to Call Handling
Procedures for a description of how cases are created, managed and closed.

Exclusions

Technical support does not include the following services as part of the support
contract. These services are provided by other departments within Finjan.
¢ Step-by-step installation instructions

¢ Modification of software code, specific configuration information, audit, security
and topology design

¢ Training
¢ Onsite support
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Part Two: Finjan Vital Security
Software/Hardware Support Policy

4. Software Release Support Policy

The following sections deal with Finjan policy concerning Software Releases.

4.1 Software Terms and Definitions

This table details terms used to describe Finjan Software in this document and in
other Finjan literature.

Term Definition

General Availability A GA product is a software product that is
(GA) available for purchase. This includes any
version of software that is accessible to
customers via Finjan’s update site.

Active Version Active versions of software refer to those
which are eligible for bug fixes and Security
Updates. (current Software Release and

two previous Software Releases)

Inactive Version Inactive versions of software refer to those
which are no longer eligible for bug fixes
and Security Updates. (All Software
Releases that are not the latest three)

End of Life (EOL) An EOL designation means that the
product is obsolete and no longer
supported by Finjan.

Limited Support Limited Support is provided for an Inactive
Version. Limited Support means that Finjan
Support Personnel provides “best effort” at
helping the customer.
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4.2 Software Naming Convention

The following naming convention is to be used for all Software Releases and their

derivatives.
Term Explanation Naming convention Example
Major Software Release| A large-scale release Two digit number in 9.0, 9.5
containing many new ascending order.
features. For example, 9.0
Finjan releases these
approximately every 9
months.
Minor Software Release| A medium scale release | Three digit number 9.01,9.5.1
containing a few new following on from major
features and bug fixes. | release
Security Update A Security Update is an | Three digit number 072
MCRC package
containing new
vulnerability rules and
fixes to existing
vulnerability
Maintenance Update: A hot fix is a customer- | Release Number 9.0
Hx specific bug fix patch. +Maintenance Update: Maintenance
Where: It needs to be installed | Hx Update: HO5
H = Hot Fix manually by the
. customer
X = numerical value
Maintenance Update: An Automatic Release Number + 9.0
Ax Maintenance Update is | Maintenance Update: Maintenance
Where: a bug fix patch installed | Ax Update: A04
A = Automatic aqto_mancally by dt_efault
B ) (similar to a Security
X = numerical value Update).
It does not contain any
risk of restarting
Scanning Servers.
Located on update site.
Maintenance Update: A Manual Maintenance | Release Number + 9.0
Mx Update needs to be Maintenance Update: Maintenance
Where: installed manually by thel Mx (where M stands for | Update: M0O6
M = Manual customer. Manual)

X = numerical value

It can contain both bug-
fixes and minor features.
Located on update site.
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Q’: NOTE: Manual Maintenance Updates include both Hot Fixes and
Automatic updates that precede them sequentially

Q{NOTE:Finjanés Product Management
Maintenance Update is Manual, Automatic or a Hot Fix
based on its owrrecognizance.

Q{ NOTE: Thissoftware naming convention is part of our new Product
Support Policy effective as of April 2008and does not apply to
previous Software Releases.

4.3 Software Updates Provided

The following Software Updates are provided by Finjan:

Term Explanation

Security Security Updates includes the following:

¢ Security updates released by MCRC which contains
updates and new rules relating to proprietary Finjan
engines such as the Vulnerability Anti.dote and the
Behavior-Based Engine

¢ Third party software updates (Anti-Virus and
URL Categorization engines)

¢ Database updates for the data elements behind the
system including the 3rd party security engine
updates such as Anti-Virus signatures and URL
categorization.

These updates can be received automatically if configured
as such by default.

VSOS Software ¢ A Major (or Minor) Feature Release.
Release
¢ All Maintenance Updates

These updates can be received automatically if configured
as such by default although this is NOT recommended by
Finjan as they might require restarting the scanning
servers.
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Third Party Updates

URL Categorization Engines

Finjan supports third party engines which provide categorization of web
sites. The following updates are delivered:

¢ Engine Updates; URL additions.

Anti-Virus Engines

Finjan supports several third party scanning engines. The following
updates are delivered:

¢ DAT file updates, Engine Updates.

Software Life Cycle

Each Software Release undergoes a beta process for a few months before being
released for General Availability (GA). Around two Software Releases a year are
released — approximately 7-9 months apart.

Finjan is committed to fully supporting the latest Major Software Release
and the two previous Major Software Releases.

These three software releases are defined as Active versions and are eligible for
bug fixes and Security updates.

For example, let's say that Software Release 8.5.0 was sent for general
availability on November 14th, 2007. Therefore, on November 14th, 2007, Finjan
supports 8.5.0 and 8.4.3 Maintenance Update: M11 and 8.4.0 Maintenance
Update: M08. Software Releases 8.5.0, 8.4.3 MU: M11 and 8.4.0 MU: M08 are
therefore Active Versions. All Software Releases prior to that are Inactive
Versions.

Inactive Versions will continue to receive Limited Support from Finjan Support.
Once a version is EOL, there is no more technical support or any resources from
Finjan Support.

For each Major Software Release, Finjan will release Maintenance Updates at a
timely interval.

\", NOTE: The latest major software release refers to the Release
togetherwith the latest MaintenanceUpdate.
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The following diagram represents an approximate Software Release Timeline.

Software Release Timeline

Months | |
-3 -2 -1t0 1 2 3 4 5 6 7 8 91011 1213 14 15 16 17 18 19 20 21 22 23 2425 26 27 28 29 30 31 32 34 35 36

Release Support

Figure 2: Software Release Timeline

5. Stand-alone Products

Stand-alone products are defined as hardware running specific software that defines
its device role, for example, SSL. These appliances can be restarted as different
hardware roles, such as Scanning Server or Policy Server, once they are EOL.

Full support (hardware and software) is given for a stand-alone product from Release
Date to EOL.

6. Hardware Version Support

The Hardware Support Conditions are detailed as follows:

6.1 Hardware Terms and Conditions

This table details terms used to describe Finjan Hardware in this document and in
other Finjan literature.

In general — there is one year between End of Sale and End of Life hardware.
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Term Definition
Release Date The date a specified hardware product

is available for ordering.

End of Sale (EOS) The hardware product is no longer
available for purchase from Finjan.

End of Life (EOL) An EOL designation means that the
hardware is obsolete and no longer
supported by Finjan.

Last Supported Software Version This is the software version that is
(Compatibility) supported on this hardware.
(“Supported” relates to QA testing

on the hardware with the software
version, performance measurements)

Last date to purchase a 1 year ARS This is the last date that a customer
can purchase a 1 year support
contract for hardware appliances.

End of Support After “end of support”, there are no
more hardware fixes, parts
replacements, etc.

6.2 Advanced Replacement Service (ARS) Option

The ARS is available as a one, two or three year contract but cannot be extended
beyond the three year period.

Finjan offers ARS as an additional fee-based service, including extension of hardware
warranty for up to three years and replacement of faulty hardware with a new or
refurbished unit, shipped next business day following RMA approval.

Warranty, Return Material Authorization (RMA), Advanced Replacement Service
(ARS) information can be found at www.finjan.com/support.

Finjan, the Partners and Finjan's affiliates and representatives shall have no liability
with respect to its obligations under this policy for any loss of profits or other
economic loss or for consequential, special, exemplary, or incidental damages even if
Finjan has been advised of the possibility of such damages. Finjan's sole liability,
including, without limitation, liability arising out of contract, negligence, and strict
liability in tort or warranty, shall not exceed any amounts actually paid by Customer
for the support services except that this limitation shall not apply in cases of Finjan's
gross negligence or willful misconduct. In no event will Finjan, the Partners and
Finjan's affiliates or representatives be liable for costs of procurement of substitute
products by Customer. If Finjan determines that an error was not an error in the
Product, Finjan will have the right to charge Customer for the time spent and material
used in handling and diagnosing the matter, at its applicable standard rates, as shall
be from time to time, and for travel expenses, if any.
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